HUHCcTpYyKIus o noakI104YeHUu0 kK ceTd HSE.Work Ha ycTpoiicTBe noj,
ynpasjeHueM Windows 10

1. BecmpoBonnas cets noa HazBanueM HSE.Work sBnsieTcs ayOnupyromiei A TOKaJlbHOU CeTh
HNY-BIID.

2. Cetp HSE.Work 6e3 npenBapuTenbHOM HACTPOMKH HE BUIHA B CIIMCKE JOCTYITHBIX TSI
MOAKJIIOUEHUS.

3. TonkmroueHue K ceTH BO3MOXKHO TOJIBKO MPH HATMYMH y4eTHOH 3anucu pabotHruka HUY BIIID B

noutoBoi cucreme HUY BIID (sorun u napoip).

Ilopsadok detlicmauil

1. Brarouaem Wi-Fi. 3axonum B MeHI0 «lIlyck», Haxoaum nyHKT «IlapameTpbi».
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2. B wmento «Ilapamerper Windows» Haxoaum myHKT «CeTs 1 UHTEpHETY.

[MapameTpbl Windows

YerponcTtea CeTb u MinTepHet MNepcoHanvzawma
Bluetooth, ycTpoficrea Wi-Fi, pexum " B ©oH, 3KpaH BAoKWPOEKK

camonere”




3. 3axoaum B pasen ISl YIpaBlICHUS MOIKIIOUEHUEM K OeCIIPOBOAHBIM ceTsM (BKianka « Wi-Fi» B

00KOBOM MeHI0). Haxoaum myHKT «YTIpaBlieHUE U3BECTHBIMU CETAMUY.

Mapamerpel

%% [nasHas Wi-Fi
| HaiiTv napametp pel | becnpoBogHas ceTb
@ &

CeTb v MiHTEpHET
MokasaTb AOCTYNHbIE CETU

B Cocrosnue

i Ceo¥icTEa 0b0pyLOBaHMA
I 7w Wi-Fi I YnpasneHwe W3BECTHBIMW CETAMMK I
1 Ethemnet Cnyx6el Wi-Fi
& Habop Homepa YtoBbl NOAKNHUYMTECA K PEKOMEHAYEMBIM OTKDLITEIM TOUKaM

[LOCTYNa, BOAAWTE B YUETHYH 3annce MaikpocodT

4. B meH1o «YTpaBlIeHHE U3BECTHBIMU CETAMMW» HAXOUM MyHKT «JloOaBieHne HOBOM ceT»

Mapamerpel

& becnpoBoaHas ceTb

/;I'IpaBIIEHVIe M3BEeCTHbIMW CeTAMIA
foBaeneHne HOBOW CeTn
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JobaBneHve HoBOW ceTH

5. Hacmpausaem nooxnouenue spyumyio. e

HSE.Work
VYKka3rpIiBaeMm:

Tun GesonacHoCTH

a. Hasanue cetu HSE.Work (peructp

| WPA2-Enterprise AES v |
OyKB IMEHHO TaKoi),
Metop EAP
b. cmoco6 ayrentudukaiu WPA2 | sawmuertitie EAP (PEAP) ~|

Enterprise (rmoste «Twur

Cnocob NpoBepKn NOANMHHOCTH

6C3OHaCHOCTI/I»), | 3alUWLLEHHBIA Napons (EAP-MSCHAP v2) ~ |
C. TIPOTOKOJI ayTeHTI/I(l)I/IKaI_II/II/I PEAP MoAkAtoUETLCA ABTOMATNUECKN
(HOJ'IC «MCTOL{ EAP»)’ MOAKNOUATHCA, AaXE €CW B CETU HE BbINONHARTCA TPAHCAALMA

d. TPOTOKOJI MPOBEPKH MOTHHHOCTH
EAP-MSCHAP v2 (none «Crioco6

IIPOBEPKU HOI[J'II/IHHOCTI/I»).
CoxpaHuTe O1meHa




[Tocne 3amonHeHus yKa3aHHBIX BBILIE TAPAMETPOB MOAKIIOUEHHUS] HEOOXOIMMO COXPAaHUTh HACTPOUKH,
Ha)kaB Ha KHONIKY «COXpaHUTh», yKa3aB MpH 3ToM onuuio «llogkmodaTbcst aBTOMaTHUECKID.
6. [lna ycmpoiicmeé 6He OomeHa npu NOOKIIOYEHUU Modcem Ovlmb 3ampebosan  JI02UH

00 cumeona (@ 6 popmame 6soda: staffliocun u naponrv om xopnopamuenou noumer HUY BIIID.
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4. Tlocne npeaBapuTeIbHON HACTPOMKH B CIUCKE TOCTYMHBIX s MOAKIIOYeHUs ceTeld Wi-Fi
nosiBUTCs cTpoka ¢ umeHeM «HSE.Work». YcrpoiicTBy npu nogkiroueHun 0yaet npucoex [P
aZipec, KOTOPbIN MOYXKHO OOHAPY’KUTh B CBOMCTBAX CETH.

7. Hyoscna nomows unocenepa. Ecnm y Bac BO3ZHUKIM CIOKHOCTH NPH MOAKIIOYEHUH K CETH 3a

IIOMOIIBKO MOXKHO 06paTI/ITBC$I B CJ'Iy>I(6y MMOAACPIKKHN MoJIL30BaTelIell OCTaBHB 3as4BKY UYEpE3

«EnvHBIA TUYHBIA KAOUHET):

e 3axomuM Ha https://Ik.hse.ru/

e BriOupaem MyHKT « AZIMUHUCTPATUBHBIC CEPBUCHD», nanee «Cepuckl UT»,
nanee «O6opynoBanue (oducHoe)», nanee « KoHCyabTamms Mo 000py10BaHUIOY.
e B none «Ha3Banue cuctemsl WM cepBHCa» HEOOXOIMMO BHIOpATh 3HAYCHHE

«CepBuc: 00cnyKuBaHHE PabOUUX MECT»,

0o yepes e-mail: wifi@hse.ru.



