PernameHT Poccuinckon Yaoctosepsivowen @engepayum
Eduroam

1 O6buwue ceedeHus

1. Ilens Poccmitckoit Ynmocrosepsitouieidr ®Penepauun Eduroam - obecrneduTs JEerKuid!
3aUMIIEHHBIH M KOHTPONMPYEMBIH JOCTYN K CeTIM HAaykKM M 00pa3oBaHMA|
MOOMWJIBHBIX NTOJIb30BaTeNeH OpraHu3almi, yyacTByomux B Gegepaiuu.

2. Hacrosmuit JOKYMEHT COAEPXHMT MNpaBUIa NPEJOCTABACHHMs POYMHHIa B Hay4HO-
oOpa3oBaTenbHBIX ceTsX. [lpaBuna paspaboTanHsl M yTBepxIeHbl HanuoHanbHOH!
accoLMalliel HCCNEeNOBAaTENbCKMX M HAyyHO-0Opa3OBATENIbHBIX  JNIEKTPOHHBIX|
UHPpacTpykTyp e-Arena. IIpaBuna o0a3arensHbl A1 BCeX YJaCTHUKOB PoccuiicKoi|
Y nocrosepstoeit Genepauuu Eduroam.

3. Omnepatopom @enepauuu sBiasercss MeXBEJOMCTBEHHBIH CYyNepKOMITbIOTEPHBIH|
ueHTp Poccumiickoit akamemuu Hayk — ¢unuan denepanbHOro rocyaapcTBEHHOTO|
yuapexaenus «DeaepanbHblii HayyHblil neHTp HayuHo-HuccnenoBaTenbCKuil HHCTUTYT
CUCTEMHBIX HccieqoBaHui Poccuiickoi akagemMuu HayK»

4. VYyactHukamu Poccuiickoit Y poctoBepstomedt ®enepanyu Eduroam moryT ObITh
Jr00ble OpraHu3aLuy HayKu M oOpa3oBaHus Poccuiickoit @enepauuy.

5. Eduroam — 3aperucTpupoBaHHBIN TOBapHBIA 3HaK opraHuzauud TERENA, xoTopsiii
SBJIsSETCS COoKpaiieHueM oT “educational roaming”, Geper cBoe Hayalo OT NPOEKTY
€BPONEHCKUX HALMOHAIBHBIX HAy4HO-OOpa3oBaTEeNbHBIX CeTeH 10 CO3JaHHIO
yaoOHoro, 0e30macHOro ¥ MaciTabUpyeMOro pelleHUs MO0 MpPeI0CTaBIECHUIO
JocTyna B IHTepHeT 1yt noceTuTeNneil HaydHbIX U 00pa3oBaTeIbHbIX OpraHU3alui.

6. Ilonnas undopmanms o Epponelickoit Kondenepanuu Eduroam npeacraeneHa Ha
caiite http://www.eduroam.org.

2 Ponu u omeemcmeeHHOCMb
.2.1 Onepatop

1. Omneparop oTBeyaeT 3a

e pa3pabOTKy, pa3BUTHE U MOANEPXKKY HALMOHAIBHOH CETH CepBEPOB
aBTOPHM3alMH, K KOTOPBIM MOJKIIOYAIOTCS OpraHU3alMd U YYaCTHUKH
eduroam, 6a3 AaHHBIX U CEPBUCOB eduroam Ha HallHOHAJILHOM YPOBHE;

e o0ecrieuy”Baer B3aHUMOJEHCTBHE HalMOHAaJIbHOH H €BPONENCKOH
HHppacTpykTyp eduroam;

e ofecrneynBaeT TEXHUYECKYKO NOIEpPXKKY Peructpatopam Poccuiickoit
Y nocrosepsroweit Genepaunu Eduroam.

2. Onepatop He HeECEeT OTBETCTBEHHOCTH 3a IIOCIEACTBHUS M IOTEPH, BBI3BAHHBIG
NpepbIBAHUEM HJIM HapylLIeHHeM cepBUCOB. [IpoBaiinepbl ayTeHTUhHUKALMH U CEPBUC-
npoBaiiiepbl (HE3aBUCUMO OT TOrO HAXOAATCS OHH B OJHOH Y IOCTOBepsoleH
denepauuy MWJIM pa3HbIX) HE HECyT Jpyr Meped ApyroM OTBETCTBEHHOCTH 3d
MIOCJIEACTBUS U NTOTEPH, BBI3BAHHBIE IPEPhIBAHUEM UIIH HApYLIEHHEM CEPBUCOB.

3. OmnepaTop OTBEYaeT 3a TEXHUYECKYIO MOJIEPKKY H OOCIYyXKMBAHUE HALIMOHANBHOIO
caitita (http://eduroam.ru), KOTOpbIH COAEPXKUT aIMHHHUCTPATUBHBIE M TEXHUYECKHE
periaMeHThl, TEXHHUYECKYIO JOKYMEHTALHUIO CEpBUCOB eduroam.

4. OnepaTop oTBeyaeT 3a B3auMojelicTBue ¢ PerucrpaTopamu Ans cBOeBpeMEHHOTO


http:http://eduroam.ru
http:Uwww.eduroam.org

BBINOJIHCHHUSA NPaBHJI M NPOUCAYP, ONIMCAHHBIX B HACTOAUIEM PEriIaMEHTE U B CaMOM
KpaﬁHCM chydac UMECT IpaBO HajlaraTb TCXHHYCCKHE CAHKIHH.

Perucrtpartop

Peructpatop Poccuiickort ¥ nocropepsiromein ®enepauun Eduroam (Peructparop) -
opraHu3alMsi YHNOJHOMOYEHHas o0ecrnedyrBaTb TEXHUYECKHE MEpOIPHATHS H|
HNOJIEPXKKY MO TMOMKJIIOYEHHIO OpraHu3alMid Haykd W obpasoBanus k eduroam u
yOpaBleHHUsl TpynnaMd JAOCTyla B HAlMOHaIbHOH HHpacTpykType eduroam.
Cnucok peructparopoB Poccuiickoit Y npocrosepsitomed ®@enepauuu Eduroam
npuBejeH B [IpunoxeHun.

Peructparop

e obecrneuynBaeT HOJIEPAKKY cepeepa(oB) TPyIII HallMOHAIBHOH|
uHdpacTpykTyps! eduroam;

e BHOCHUT HMHOGOpPMALHUIO O MOAKIIOYAEMBIX OpraHu3alusx B 0a3bl JaHHBIX,
poccuiickoit uHppacTpykTypsl eduroam;

e o0ecrneynBaeT TEXHUYECKUE MEPONPUSATHS MO MOAKIOYEHUIO OpraHM3alyy K|
poccuiickoit unppacTpykType eduroam;

e o0ecneynBaeT TEXHUYECKYIO MOJIEPIKKY OpraHM3alMsaM, NMOAKIOYEHHBIX HM|
K eduroam.

Peructpatop paboTaer TONBKO C YHNOJHOMOUYEHHBIMH OpraHM3alMei-y4acTHUKOM|
eduroam OTBETCTBEHHBIMH JIMLIAM 110 TEXHHYECKHUM BONIPOCAM.

Perucrpatop  npenocTaBiasieT  TEXHHYECKYIO  MOJAEPKKY  MOAKIIOUEHHBIM
OpraHU3alUsIM IO CJIEXYIOLIUM BOIIPOCAM:

e HayaIbHOE MOJAKIIOYECHHUE;

e [IpolecChl ayTEHTH(HKALMU H aBTOPU3ALIMH;

e [peanaraeMble CEepBHCHl aBTOPHU3ALMH, NpPOBEPKa JIOTOB W KOHGUIypaluH
cepepa ayTCHTH(QUKAUMKA Ha COOTBETCTBHE TpeOOBAHUSAM IpaBUI U
pernamenToB Poccuiickoit Y nocroBepsiomeit ®enepaunu Eduroam.

PeructpaTopsl 0TBevyaroT 3a B3aUMOJEHCTBHE MEXIy OpraHM3alUsIMH-y4YaCTHHKaMH!
eduroam JuIs CBOEBPEMEHHOTO BBINOJHEHHS NPAaBMJI H NPOUEAYP, ONMCAHHBIX B!
HACTOSIIIEM perjaMeHTe M, B caMOM KpaiHeM ciydae, MMEIOT IpaBO Hajararh
TEXHUYECKHE CAHKLIMH.

Peructparop 006s3aH cBoeBpeMeHHO HH(popMupoBaTh Omneparopa 00 HHLMAEHTAaX
0€30MacHOCTH, 3J10yNOTPeOIeHUSIX U OTKa3aX CEPBUCA, O KOTOPBIX €ro HHPOPMUPYIOT
OpraHM3alMHU-yYaCTHUKH.

NMposanpgep naoeHtTucpukauum (IdP)

Ilposaiinep waeHTuduxaumu (AoMauHss opraHuzauus, Identity Provider, 1dP) -
opraHm3anms-y4acTHUK eduroam, KOTOpasi NMpeaoCTaBJsieT CBOUM COTPYIAHHKAM H
CTYAEHTaM YYeTHble 3alHCH AJ8 HCNOJb30BaHUs eduroam u obecleywBaeT HX
ayTeHTHHKaUMIO B UHDpacTpykType eduroam.

[TpoBaitnep uaeHTHGUKaUU 0053aH COOMIOATh HACTOSLIME NpaBUlIa U CJIEeNOBaTH
npoueaypaM, onpeaeNeHHbIM B HacToseM Pernamenre.

[TpoBaitnep uneHTHUGUKaUKA 00s3aH 00eCIeUnBaTh TEXHHYECKYIO MOJIEPKKY CBOUM
TOJIb30BATEISIM, HCIIOJB3YIOIUM eduroam NnpH MOCELIeHHH APYTUX OpraHU3anui.
[TpoBaiinep uneHTHduxauuu oO0s3aH u3BewlaTh PerucrpaTopoB 00 HHIHMAEHTAX
0€30MacHOCTH, O KOTOPbIX €ro  HHGOPMHUPYIOT  MOJb30BATeId. |ONBKO
yIONHOMOYEHHBIE NpeacTaBuTeny lIpoBaiaepa uaeHTHGUKAIMK MOTYT 00paliaThCs



Kk PerucrparopaM 3a TEXHMYECKOH NOJIEPKKOH MM H3Bewarb 00 MHUMAEHTAX
0e30macHOCTH OT UMEHH CBOUX I0JIb30BATENECH.

IlpoBaiinep uHACHTHUGUKALMK [JOJDKEH MPEAYNPeAUTh CBOUX IOJb30BaTeneld o0!
YCIOBUSIX pOYMHMHra, ocoOeHHO oOs3aHHocTed mnonb3oBareneil. Ilpoaiiaep|
naeHTuukauuu o0s3aH HHGOPMHUPOBATH CBOUX IMOJIb3OBaTeNe 00 OcHOBax Wl
peKoMeHJalusIX Mo obecrneyeHUo 6e30MacHOCTH.

[IpoBaiinep wAeHTH(HUKALMK JODKEH COTpyAHMYaTh ¢ Perucrtpatopamu H|
OnepatopoM BO BcCeX BONpocax, cBsa3aHHBIX ¢ eduroam. [lpu paccnenoBanuu!
MHIMIEHTOB  0e30MacHOCTH ¢  yyacTHeM ero mnoib3oBateneil  Ilpomaiinepl
UAeHTUUKALMU He 00s3aH NPEeAOCTaBIATh MPOTOKOJBl UM HHBIE JaHHBIE, KpOME|
TpeOyeMbIX B COOTBETCTBUHU C 3aKOHO/IATEIHCTBOM.

CepBuc-nposangep (SP)

Cepsuc-npoBaiiiep obecrneunBaeT A0cTyn K VHTEpHET M pecypcaM CBOeH ceTH ¢
UCIIOJb30BAaHHEM ayTEeHTH(HUKALMKA ToNb30BaTeNed uyepe3 eduroam (omupasch Ha
orBeT naomaluHed opranuzauuu (IlpoBaiigepa wuaeHTHUPHKALUK) O pe3ylbTaTax
ayrenTuobukanuu). CepBuc-TIpoBaiiiep aBTOPHU3YET  MCIOJIB30BaHHE  JIEOOBIX|
NPe0CTaBISIEMbIX UM CEPBHCOB.

CepBuc-npopaiifep 00s3aH coOmOgaTh HACTOALIME MpaBHIA U clleioBaTh
IpoleypaM, oNpeeieHHbIM B HacToseM Pernamenre.

B cnyyasx MOHMTOpHMHIA aKTUBHOCTH INOJb30BaTeneit CepBuc-mpoBaiiaep oOs3aH
SIBHO OOBABUTH 00 3TOM, BKJIIOYAsk TO, KaK OCYUIECTBISIETCS MOHUTOPHHT, XpaHEHHE W
JOCTYH K cOOMpaeMbM JaHHBIM B COOTBETCTBUH C 3aKOHOIATEIHCTBOM.
Cepsuc-nposaiifep 00s3an coTpyaHuyarb ¢ Perucrparopamu u OmnepaTtopom Bo Bcext
BOIIpOCax, CBA3aHHbBIX ¢ eduroam.

Tonpko ynonHoMoueHHsle npeactaButeu CepBuc-npoBaiaepa MOryT oOpamarscs K
PerucrparopaM 3a TEeXHHYECKOH MONAEPKKOH WM HU3BewlaTh 00 HHLUACHTAX
0€e30IMacHOCTH.

Monb3oBaTenu

[lonp30Barenp - AULI0, KOTOPOE MOJyYaeT AOCTYN K VIHTepHEeT U ceTeBhIM pecypcam
Cepsuc-npopaiinepa. Ilonp3oBatens 00s3aH coOnogaTh NpaBUIa HCIOJAL30BaH
ceTu JoMaliHed opranuszauun ([Iposakigepa uaeHTHudUKaUMKM) H TOCELIAEMO
opranuzauuu (CepBuc-npoBaiiaepa). Ecnu npaBuna pasznuuarorcs, INosb3oBaresb
JOJKEH MOIYMHATHCS OoJiee CTPOTUM MpaBHIIaM.

[Tonp3oBaTens OTBEYAET 32 COXPAHEHUE CBOMX YUETHBIX NAHHBIX (JIOTHH W Mapoib)]
X HCIIONB30BAaHHE, 3a MCIOJb30BaHHE CEPBUCOB, MPEJOCTABISIEMBIM 110 3TH
YUYETHBIM JTaHHBIM.

[Tons3oBaTenb OOKEH NPUHATH pa3yMHbIe Mephbl Uil TPOBEPKH TOrO, 4YTO OH
MOAKIIIOYAeTCA K MOAJMHHOMY cepBucy eduroam (B COOTBETCTBHH C YKa3aHUSIMHU U
JOMallHe# OpraHM3allud) A0 BBOJA CBOUX YYETHBIX JaHHBIX. JTO 03Haqae1
HCIIONIB30BAaHUE B3aMMHONM TPOBEPKH MOJUIMHHOCTH (NPOBEpKH cepTudUKaTa
RADIUS-cepBepoB nepea BBOAOM CBOMX YYETHBIX JAHHBIX) U NMOAKIIOUCHHUE TOJBKQ
K 3amueHHo#n cetu 802.1X.

Ecnu nonp3oBareib ©MeeT OCHOBAHHS TMPEANONaraTh, YTO €ro naposis CTal H3BeCTe
NOCTOPOHHUM (CKOMIIPOMETHPOBAH), OH JOJDKEH HEMEIJEHHO COOOLIUTH 00 3TOM III
CBOIO JIOMALIHIOK OpraHu3anuio (csoemy Ilposaiaepy uaeHTHOUKALMH).
[lonb3oBatens 06s3aH MHGOPMUPOBATH OPraHM3alUMIO, KOTOPYIO Mocewaer (no
BO3MOXKHOCTH) M JIOMAWIHIOK OpraHu3alMio 060 Bcex mepebosx cepBuca eduroam



WK NIOAO3PECHUAX O HAPYLIECHHAX 0e30macHOCTH.

3 ba3oesble cepsuchl

1.

IlpoBaiinep HAEHTHPHKAUMH [OKEH pa3BepHYTb CEpBEp ayTEHTH(UKALHUH B|
COOTBETCTBMM € TEXHHYECKHMH M  aJIMHHHUCTPATHBHBIMH  TpeOOBaHMSIMH,
ONMHCaHHBIMM Ha calTe http://www.eduroam.ru. PexkomeHayeTcs HCIONb30BaTh|
pe3epBHBI cepBep ayTeHTHUKAMM JUIi TOBBIUIEHHS HajexHocTd. Ceresoe!
o0opynoBaHHe M MporpaMMHoe obecrneyeHHe AOKHO cooTBeTcTBOBaThH RFC 2865
(RADIUS).
CepBep ayTeHTHHKALMH JOIKEH OTBEYaTh Ha 3allpoChl HALMOHAJIBHBIX CEPBEPOB 110
ayTeHTHPUKALUK H YYeTy.
[IpoBaiimep uaeHTudMKauuu o0s3aH CO37aTh TECTOBYIO YYETHYIO 3amHuch (UM
NOJIb30BaTeNsd M I1apoJib), KOTOPBIA OydeT HCIonab30BaThCcsl PermcrpatopoM s
NpeJBapUTEIbHOTO TECTUPOBAHUS IPH TOAKIIOYEHHH, TOCTOSHHOIO MOHHMTOPHHIA,
TIONAEPIKKU U NIOMCKa HercnpaBHOCTeH. Eci maposs TecToBOH yYeTHOH 3amucH ObLT
M3MEHEeH, HeOOXOAMMO CBOEBPEMEHHO YBEIOMHUTH 00 3ToM Peructparopa. TecroBas
y4Y€THas 3allUChb He [O/KHAa NPEJOCTABJIATh AOCTYNIA HU K KakUM CEpBHCaM,
TpeOyIOUMM aBTOpH3aLUH.
CepBHc-nipoBaiiiep MOXET NPeAOCTaBIATh )10CTyn C HCIOJIb30BaHHEM JIIOOBIX
TEXHOJIOTHI, KaKk MUHUMYM CepBHC-IIpoBaiep 00s3aH NPeI0oCTaBUTh OECPOBOAHYIO
cets no crangapty IEEE 802.11g (pexomennyercs 802.11a/g/n)
Cepsuc-npoBaiifiep 06sa3aH ucnoas3oBarbk SSID "eduroam” (MajeHbKHMU OyKBamu).
SSID eduroam gomxeH OBITH IIMpPOKOBEIATENBHBIM. B ci1ydasix, Korjaa 30Hbl cepBuca
eduroam, NpeaoCTaBISEMOTro ABYMS Pa3HbIMU OpraHH3alMsAMU, NEePeCceKaroTCs U s
TI0/1b30BAaTEIIs SBJISIETCS KPUTUYHBIM [NOJKIIOYEHHE K KOHKPETHOH OpraHM3aluiy,
gonyctuMo ucnosib3zoBanue SSID Buna "eduroam-opranuzanus”.
CepBuc-npoBaiiiep JOMKEH HCIOJB30BaTh ayTeHTHHKauuio no nportokoiy IEEE
802.1X Extensible Authentication Protocol (EAP) ¢ wuntepdeiicom RADIUS s
noakmoueHus k HH@pacrpykrype eduroam. Becnpooansle cetu IEEE 802.11i
nomkHbl noanepxuBarte WPA2+AES u moryr no;mepxanaTb WPA+TKIP nns
COBMECTMMOCTH C yCTapeBLIHM 000pYA0BaHUEM.
CepBHc-nipoBaiijep HOKeH oOecneyuTh nepenady Tpaduka K [0JIB30BaTEIsIM
eduroam 1 OT HUX B COOTBETCTBUH CO CIEAYIONMMH MHHUMAIBHBIMH TPEOOBAHUSIMH:
e Crannaptusii [IPSec VPN:
e [P nporoxon 50 (ESP) Bxoasmuit 1 HCXOAAUIHHA
e [P nportokon 51 (AH) Bxoasuuit U ucxoasimuin
e UDP/500 (IKE) ucxoasimit
OpenVPN 2.0: UDP port 1194 Bxoasimui 1 HCX0 I LIHMA
IPv6 Tunnel broker service: IP npotokon 41 BXoasIuid 1 UCXOASIIMA
IPSec NAT-Traversal: UDP/4500 Bxoasimuii 1 MCXOIAIMH
Cisco IPSec VPN over TCP: TCP/10000 ucxonsamui
PPTP VPN:
e [P nporoxon 47 (GRE) Bxoasiuuit 1 ucxoasmui
e TCP/1723 ucxonamui
e SSH: TCP/22 ucxonsiui
e HTTP:
e TCP/80 ncxoasumii
e TCP/443 ucxopsmui
e TCP/3128 ucxonsmuin


http://www.eduroam.ru

e TCP/8080 ucxomsmui
e OTmpaBKa IOYTHI:

e TCP/465 ucxomsamui

e TCP/587 ucxoasuuii
e [lpueM moytsl:
TCP/143 ucxonsuumi
TCP/993 ucxoaammii
TCP/110 ucxoaammii
TCP/995 ucxoaammii
o FTP (passive): TCP/21 ucxoasmui
e RDP: TCP/3389 ucxoasmuii

8. Cepsuc-npoBaiiaep JOJIKEH IIPEJOCTABUTH U1 II0JIB30BATENEH,,
ayTeHTHQUUUPOBAHHBIX C MCHOJb30BaHMEM eduroam, BBLACIEHHYIO BHPTYalIbHYIO|
noxaneHyto ceTh (VLAN).

9. Cepsuc-npoBaiiiep BIIpaBe NMPEAOCTaBUTH Pa3HBIM IPYIIaM NOJb30BATENEH pa3HbIE!
IPUBWIETHH JOCTYNA K CBOMM pecypcaM (MCIoabp3yst MexaHu3M rpynn). [lpu stom|
pasHble TPYNIbI IOJB30BaTeNeH MOTYT Nona/aTh B pa3sHble BUPTYalbHbIE JOKAIBHBIC
cetd (VLAN).

10. CepBuc-npoBaiiaep He JOKEH B3UMATh IJIATy 3@ JOCTYI B CBOIO CE€Th U MHTEpHET ¢
ucnons3oBaneM eduroam. CepBuc eduroam OCHOBaH Ha HCIIOJH30BAHHHU
pazaenseMol MoJeNU JOCTyNa, IPH KOTOPOH CEPBUC-NIPOBAHAEPHI IIPEAOCTABISIOT Hi
NOJIy4yaroT AOCTYN B MHTEpHET A8 UX MOJB30BATENEH.

4 [lpomokonupoesaHue

1. RADIUS-cepep Ilpomaiinepa umeHTHGUKAUWH  JAO/DKHBI  MPOTOKOJIUPOBATH
CIeYIOLIEE COOBITHS:
e JaTy ¥ BpeMs IOJIYYEHHUS 3alpoca Ha ayTeHTU(UKALHIO;
e upneHTrduKaTop 3anpoca RADIUS;
® UM [OJIb30BATENS;
® pe3ynbTaT ayTeHTHU(HUKALUH, KOTOPBIH MOJYYEH OT CEpPBEPA BBILIECTOSIIETO,
YPOBHS WJIM JIOKJIBHOTO cepBHca (0a3bl JaHHBIX) Ay TEHTUDHUKALUH

2. RADIUS-cepsep Cepsep-npoBaiinepa u Ilpopaiinepa uaeHTHDUKAMH JOJDKHBL

IPOTOKOJMPOBATH CJAEAYIOLIEE COOBITHS
e JaTy W BpeMs IOJYYEHHUs 3anpoca Ha ayTeHTUDUKaAIHIO;

uaentugukarop 3anpoca RADIUS;

MAC-anpec xineHTa;

UMS 110J1630BATENS U €ro IoMeH (realm);

pe3ynbTaT ayTeHTUPHUKALMHY, KOTOPhIH NOJIYYEH OT cepBepa BBILIECTOSINErO!

YPOBHSI HJIH JIOKaJIBbHOTO cepBHca (6a3bl JaHHBIX) Ay TEHTU(UKALUH

3. CepBuc-npoBaiep A0DKEH NPOTOKOIMpoBaTh Bee Tpan3akiun DHCP, Bmouas

® JaTy M BpeMs BBLICJICHHS aJpeca;
e MAC-aapec KIUEHTA;
e BhIICNCHHBIN [P-agpec.

4. Cpok XpaHEHHS IPOTOKOJOB olpenensercs PoccHHCKUM 3aKOHONATENBCTBOM U
pexoMeHmausmMu  Poccuiickoit  Yioctosepsomeit ®enepamuu  Eduroam. K
NPOTOKOJAM JOMYCKAETCS TOJBKO YIOJHOMOYEHHBIH TEXHHUECKHH IIepCOHas
npoBaiifepa, Perucrparopor U Oneparopa A8 paccieJOBaHUs CllyyacB HApyHICHHUS
0€30IaCHOCTH WJIH 3JI0YNMOTPeOICHHH, O KOTOPBIX OBUIM NpPOHMH(OPMHUPOBAHBI
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Peructpatop u/unu Onepatop.

lModdepxka nonb3oeamenel

[TpoBaiinep uaeHTHUKANMH TOKEH 00eCIeUHBATh TEXHHUECKYIO TOIIEPIKKY CBOMM
NOJIK30BATENAM NPH UX MOAKIIOYeHHH K eduroam y CepBuc-npoBaiinepa
CepBuc-nipoBaiiiep MAOMKEH OKa3blBaTh IMOJAEPIKKY II0JNb30BaTeNsIM  JAPYTHX,
opraHuzanuii mpu ux noaxmoyveHuu k eduroam y CepBuc-npoBaiinepa
CepBuc-npoBaiiiep OOMKEH OmyOJMKOBaTh Ha BBIJCJNEHHOH CTpaHuUlle caidTal
opraHuzanuu WHPOpMaUUI O cepBuce eduroam B CIEAYIOUIEM MHHUMAIBHO!
HEOOXOIUMOM OOBEME:

® TEKCT, NOJABEPHAAIOLIMH cOoOM0IeHHe HacTosmero PerinaMenTa u ccbuiky Ha!

Hero;

CCBUIKY Ha NpaBufia Hcnosb3oBanus ceti Cepsuc-IIpoBaiinepa;

KapTy MOKPBITHS WM ONKUCaHHE 001acTH MOKPBITUS eduroam;

ucrons3yemblid s eduroam SSID;

HCIIONIb3YEMBIH IpoLecc WASHTH(UKALUK U CIIMCOK CEPBUCOB, JUISI KOTOPBIX

HY>(Ha aBTOpH3allus;

® CIOUCOK HENpO3payHbIX [MPOKCH-CEPBEPOB M  ONUCAHHE HEOOXOIUMBIX
HAcTpPOEK NOoJb30BaTeNel (eCIH UCIOIB3YIOTCS ),

® CChUIKY Ha caifT eduroam.ru u morotun eduroam,;

e B Clly4yae MOHMTOPHHIA CETEBOHM AaKTHUBHOCTH IMOJIb3OBaTe e (kpome
ONHCAHHOTO B HACTOSIIEM perjaMeHTe NMPOTOKOJIUPOBAHHUS) OOBSIBJICHHE O
HEM, BKJIOYasd TO, KaK OCYIIECTBIIETCS MOHHTOPHHI, XpaHEHHME U AOCTYN K
coOHMpaeMbIM JaHHBIM B COOTBETCTBHH C 3aKOHOIATEBCTBOM;

® KOHTaKTHbIE JAHHBIE CIYXObl TEXHUUYECKOW MNOIEPHkKH, OTBETCTBEHHOMN 3a
cepBuc eduroam.

YeedomneHus

Opranuzanus-ygactHuk  eduroam (Ilposaiinep wnentuduxanuu wuw/wma  Cepsuc-
npoBaiiiep) oOsf3aHa NPEJOCTABUTH PerucTparopy KOHTAKTHbIE JaHHBIE JBYX
YIOJIHOMOYEHHBIX TEXHUUYECKUX TIpeactaButenei. [Ipy H3MEHEHMs KOHTAaKTHOH
HHOOpPMALMK  OpraHM3alusi JO/DKHA CBOEBPEMEHHO  YBEAOMHTH 00 3TOM
Peructpatopa.
[Iporaiinep uaeHTUHUKALMH JOKEH HA3HAYUTH OTBETCTBEHHOE JIMLO 11O IpodieMam
6€30MacHOCTH. DTHUM JIMLIOM MOXET OBITh OJMH M3 YIMOJHOMOUYEHHBIX TEXHUYECKHX
[IpEACTaBUTENEH.
Opranuzanuu-yyactuuk  eduroam  (Cepsuc-npoBaiinepst u  [IpoBaiinepsl
UACHTU(PHKALKHK) JOKHBI H3BELATh PErHCTPaTOPOB O CIEAYIOLHMX HHIMACHTaX:

e 0O0HapYyXEHHBIX YA3BUMOCTSIX;

e HapYUIEHHSX MPABHJI KCIIOJIb30BAHHUS CETH UJIH 3JI0YIOTPEONCHHUSX;

® OTKazax CepBHCa;

¢ M3MEHEHHSX B YNpaBICHUH AOCTYNOM (3alper WM pa3pelieHue A0CTyIa

JIOMEHAM HJIM OTAEJIbHBIM MOJb30BATESAM ).

Cmamyc dokyMeHma, éHeceHue uaMeHeHull,
omeemcmeeHHOCMb U CaHKYuu

Hacrosmuii pernameHT pa3paboTtaH M yTBepxaeH HauuoHanbHOH accouuanueit
HCCNIEIOBATENECKUX M HAyYHO-00pa3oBaTeNbHBIX JNIEKTPOHHBIX HHOPACTPYKTYp


http:YTBep)K,ri.eH
http:eduroam.ru

e-Arena.

2. Jlrobble wu3MeHeHUWs B HACTOSALIEM perjiaMeHTe [PUHUMAIOTCS Ha OCHOBE
KOHCYJIbTallMi ¢ OpraHu3alMsMHU-yyacTHHKaMu Poccuiickoit VY pocroBepsromiei|
®Genepanyun Eduroam.

3. Tlogxmouenue RADIUS-cepBepa opraHuszanuu K HalMOHAIBHOW HHGpacTpyKType
eduroam paccmaTpHuBaeTcs Kak coryiacue ¢ TpeboBaHUsAMHU HacTosiero Pernamenra.
Jltobas HayuHO-0Opa3oBarepHas OpraHu3anus obsi3aHa B TEUYEHHE OJHOTO Mecsia
TI0CNe MOAKTIOYEHHS K HAllHOHATBHOM HHppacTpyKkType eduroam o0s3aHa NOANUCATD
3asBJI€HHE O TMPUHATHM HacTosllero PernameHra WM OTKIIOYUTBCA  OT|
HHPPACTPYKTYphl, €CJIM OHAa HE MOXET B HACTOslIee BpeMs NPUHATH JaHHBIH
Pernamenr.

4. B cayuasx, korga TpeOyroTCs HeMEIICHHbIE NEHCTBHUS /sl 3aLIUTHI LIEJOCTHOCTH Ul
OezonacHocTH cepeuca eduroam, Omeparop HMEET NpaBO MPHOCTAHOBUTH JACHCTBUE
CepBHCA MM OTPAHUYUTH €ro JUIs TeX OpPraHU3alMi-yYaCTHUKOB, CO CTOPOHBI
KOTOPBIX HEOOXOOUMBI NEHCTBHS MO YCTPAHEHUIO HAPYUWIEHUH WM YS3BUMOCTEH.
Onepatop  yBeAOMISIET  y4yacTBYIOIME  OpraHu3anud o0  WHIUJEHTax,
HEUCIPAaBHOCTSX U Mepax I10 UCIPABICHHIO.

5. Omneparop yBEIOMJSET MO 3JIEKTPOHHOH IOYTE YIMOJHOMOYECHHBIX TEXHUUYECKUX
NpPEACTABUTEICH YJYacTBYIOIIEH OpraHu3alUu O JHOOOM TEXHUYECKOM HApYLUCHHH
WIIM MHUUAEHTE, KOTOpbIi TpeOyeT npuHaTUs Mep. B ciydae, eciau yBenromieHue He
OyZeT CBOEBPEMEHHO 00pabOTaHO MUJIH B CIIyYae €CJIM MHIMAEHT MOXET MOBIUATH HA
6e30macHOCTh W LeNOoCTHOCTH eduroam, Omneparop MOXET 3a0J0OKMpOBATH JOCTYIL
opraHuszanuu K eduroam.

6. CepBuc-nIpoBaiiIep MOKET BOCIPENATCTBOBATE MCIIOJIB30BAHHIO CBOEH CETH AJIA BCEX
nons3oBarenei otaenabHoro [lpopaiimepa-uaeHTHdHUKAMH, HACTPOUB CBOH cepBep
aBTOPM3aLlMM Ha BbIAYy OTKa3a 3aJlaHHOMY JOMEHY; B OTAENBHBIX ciyuyasx CepBucH
npoBaiiep MOXeT OJIOKMPOBATh TOCTYN KOHKPETHOTO MOJIH30BATENA.

7. TlpoBaiinep uIeHTH(UKALMK BIpPaBe OrPaHUYUTH JOCTYN B eduroam OTAEIbHBIX
CBOMX TIOJIb30BaTeNied HACTpOWKaMH CBOErO cepBepa ayTeHTU(QHUKALWU WIH
yJlaJieHUeM I0JIb30BaTes U3 0a3bl JaHHBIX.

8. [lpomaiinep waeHTU(UKALIMK TApPAHTUPYET, YTO €ro IPaBUJIAa HUCIOJB30BAHUS CETH
WIH MHBIE aJMWHHCTPATUBHBIE MpaBUIa, IO3BOJSIOT IPUMEHUTH BHYTPEHHHE
JUCLMIUTMHAPHBIE B3BICKAHUS K  IIOJb30BATENIIO, HAPYIIMBIIEMY HACTOSLIUH
PernameHT He3aBHCHMO OT MECTa U BPEMEHH COBEPIICHHS HAPYLIECHUS.

OpraHusanus-y4acTHHK:

OenepanpHOoe TOCYIAPCTBEHHOE ABTOHOMHOE OOpPa30BaTEIbHOE YUPEKIAEHHE BhICLIErd
npodeccuoHanbHOro obpasoBaHus «HalnuMOHANBHBIA HCCIENOBATEIBCKUNA  YHUBEPCUTET
«BrIciiasg mKona 3KOHOMUKUY

YyacTByeT Kak
[x] CepBuc-npopaiinep (SP)
[x] IlpoBaitnep unenrudukanuu (IdP) s cnenyromux 10MeHOB:
hse.ru



TexHnuueckuit npeactaBuTeNp 1:

Ums: Cumanpkus Jlenuc BrnaaguMuposuy

On.moura: denis@hse.ru
Ten.: +7 (495) 772-9590 no6. 55050

TexHuueckuit mpeacTaBuTeNp 2:

Mms: OBYMHHHKOB AJlekcaHap AJIeKCEeBHY

On.nouTa: aaovchinnikov@hse.ru
Ten.: +7 (495) 772-9590 no6. 55028

IIpencraButens no 6ezonacHocty (Tonbko ps IdP):
MPUBENCHHBIN BBIIE TEXHUYECKUH NPEeACTABUTEND 2

ITonnucu u naTer:

OT opraHu3anuu-yyacTHHKA

denepalpHOE roCy1apCTBEHHOE aBTOHOMHOE
o0pa3oBaTenbHOE YUPEKICHHUE BBICIIETO
npogeccuoHaJIbHOro 00pa3oBaHUS
«HanmoHanbHBIA HCCIIEN0BATENLCKU T
yHUBepcuTeT «Bricinas mkoaa 3KOHOMHUKHY

101000, r. Mockaa,
yn. Mscuuuxkas, a. 20.

WHH 7714030726
KIIIT 770101001

Ot Oneparopa/Peructparopa

MexxBe1OMCTBEHHBIH CYNEPKOMIBIOTEPHBIN
ueHTp Poceniickoi akaneMuu Hayk —
¢unnan denepanbHOro rocy1apCTBEHHOIO
yupexaeHus «PenepanbHbI HayYHbIH
ueHTp HayuyHo-uccnenoBarenbckuii
MHCTUTYT CUCTEMHBIX HCCIEN0BAaHHHI
Poccuiickoit akaneMun Hayk»

119991, r. Mockaa,
JlennHckuit npocnext, 32a

WHH 7727086772
KIIIT 773643001

Jlupexrop

[Tpunoxenne. Crucok PeructpatopoB Poccuiickoit ¥ nocroepsirouen ®enepanun Eduroam

1. MexBeOMCTBEHHBIH CYNEepKOMIIbIOTEPHBIN LeHTp PoccHiiCKON akaaeMu HayK —
¢bunuan denepanbHOro rocyaapcTBEHHOro yupexaeHus «DenepanbHblii HAyYHbIH LEHTP
Hay4Ho-uccnenoBaTenbCKUi HHCTUTYT CUCTEMHBIX HcclieNoBaHUN PoccuicKOl akaneMuu
Hayk» (MCLI PAH — ¢umman OT'Y OHII HUNCHU PAH)
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