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Per11aMeHT POCC~~CKO~ 	YAocToBepSHO~e~ Cl>eAepa~~~ 
Eduroam 

06U4ue caedeHuR 

1. 	 UeJIb POCCHHCKOH Y):{ocToBepJIlOmeH <l>e):{epaUHH Eduroam - 06ecneLIHTb JIerKHHl 

3amHmeHHbIH H KOHTPOJIHpyeMbIH ):{oCTyn K CeTJIM HayKH H 06pa30BaHH5Ir 

M06HJIbHbIX nOJIb30BaTeJIeH opraHH3aUHH, yqaCTBYlOmHX B <l>e):{epaUHH. 

2. 	 HaCTOJImHH ):{oKYMeHT co):{ep)l{HT npaBHJIa npe):{ocTaBJIeHHJI pOyMHHra B HaYLIHO

06pa30BaTeJIbHbIX cenrx. TIpaBHJIa pa3pa60TaHbI H YTBep)l{):{eHbI HaUHOHaJIbHOH1 

accoUHaUHeH HCCJIe):{OBaTeJIbCKHX H HayqHo-06pa30BaTeJIbHbIX 3JIeKTPOHHbIXI 

HH<ppacTpYKTYP e-Arena. TIpaBHJIa 06513aTeJIbHbI ):{JUI Bcex yqacTHHKoB POCCHHCKOH 

Y):{ocToBepJIlOmeH <l>e):{epaUHH Eduroam. 

3. 	 OnepaTopoM <l>e):{epaUHH JIBJI5IeTCJI Me)l{Be):{oMcTBeHHbIH cynePKOMnblOTePHbllij 

ueHTP POCCHHCKOH aKa,[{eMHH HaYK - <pHJIHaJI <l>e):{epaJIbHOrO rocy):{apcTBeHHoro 

YLIpe)l{):{eHHJI «<l>e):{epaJIbHblH HayqHbIH ueHTp HayqHo-HCCJIe):{oBaTeJIbCKHH HHCTHTYT 

CHCTeMHbIX HCCJIe):{oBaHHH POCCHHCKOH aKa):{eMHH HaYK» 

4. 	 YLIacTHHKaMH POCCHHCKOH Y):{ocToBeplliOmeH <l>e):{epaUHH Eduroam MorYT 6bITb'I 

JIlO6bIe opraHH3aI..J.HH HaYKH H 06pa30BaHHJI POCCHHCKOH <l>e):{epaUHH. 

5. 	 Eduroam - 3apemcTpHpoBaHHbIH TOBapHbIH 3HaK OpraHH3aUHH TERENA, KOTOpbIH! 

JIBJIJIeTC5I COKpameHHeM OT "educational roaming", 6epeT CBoe HaLIaJIO OT npoeKTaJ 

eBponeHcKHx HaUHOHaJIbHbIX HaYLIHo-06pa30BaTeJIbHbIX ceTeH no c03):{aHH~ 
y):{06Horo, 6e30nacHoro H MaCllITa6HpyeMoro perneHHJI no npe):{ocTaBJIeHHI 

):{ocTyna B I1HTepHeT ):{JUI nOCeTHTeJIeH HayqHbIX H 06pa30BaTeJIbHbIX opraHH3aUHH. 

6. 	 TIOJIHaJI HH<p0pMaUH5I 0 EBponeHcKoH KOH<pe):{epaUHH Eduroam npe):{CTaBJIeHa mr 
caHTe http:Uwww.eduroam.org. 

2 Ponu u omaemcmaeHHocmb 

.2.1 OnepaTop 

1. 	 OnepaTop OTBeLIaeT 3a 

• 	 pa3pa60TKY, pa3BHTHe H nOMep)l{KY HaUHOHaJIbHOH ceTH cepBepoB 

aBTopH3aUHH, K KOTOPbIM nO):{KJIIOLIaIOTCSI opraHH3aUHH H yqacTHHKJ 

eduroam, 6a3 ):{aHHbIX H cepBHCOB eduroam Ha HaUHOHaJIbHOM ypoBHe; 

• 	 06ecneLIHBaeT B3aHMo):{eHcTBHe HaUHOHaJIbHOH H eBponeHcKoi1 

HH<ppacTpYKTYP eduroam; 

• 	 06ecneLIHBaeT TeXHHLIeCKYIO nOMep)l{KY PemcTpaTOpaM POCCHHCKOH 
Y):{ocToBepSIlOmeH <l>e):{epaUHH Eduroam. 

2. 	 OnepaTOp He HeceT OTBeTCTBeHHOCTH 3a nOCJIe):{CTBHJI H nOTepH, BbI3BaHHbI, 

npepbIBaHHeM HJIH HapyrneHHeM cepBHCOB. TIpoBaH):{epbI aYTeHTH<pHKaUHH H cepBHC.., 

npOBaH):{epbl (He3aBHCHMO OT Toro HaXOMTCJI OHH B O):{HOH Y ):{OCTOBepSIlOme~ 
<l>e):{epaUHH HJIH Pa3HbIX) He HeCYT ):{pyr nepe):{ ):{pyroM OTBeTCTBeHHOCTH 3a 

nOCJIe):{CTBHJI H nOTepH, BbI3BaHHbIe npepbIBaHHeM HJIH HapyrneHHeM cepBHcoB. 

3. 	 OnepaTop OTBeLIaeT 3a TexHHLIecKyJO nOMep)l{l{Y H 06CJIY)l{HBaHHe HaUHOHaJIbHOrO 

caHTa (http://eduroam.ru), KOTOPbIH co):{ep)I{HT a):{MHHHcTpaTHBHbIe H TeXHHLIeCKHe 

pemaMeHTbI, TexHHLIecKYIO ):{oKYMeHTaUHIO cepBHcoB eduroam. 

4. 	 OnepaTOp OTBeLIaeT 3a B3aHMo):{eHcTBHe C PemcTpaTOpaMH ):{JUI cBoeBpeMeHHoro 
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BhmOJIHeHIUI rrpaBHJI H rrpoue.uyp, OnHCaHHhIX B HaCTOSlllleM pemaMeHTe H B CaMOM 
KpaHHeM CJIyqae HMeeT rrpaBO HaJIaraTh TeXHHqeCKHe CaHKUHH . 

. 2.2 PerMcTpaTop 

1. 	 PemCTpaTop POCCHHCKOH Y.uocToBepsIIOIlJ,eH <l>e.uepaUHH Eduroam (PemcTpaTop) -I 
opraHH3aUH~ yrrOJIHOMOqeHHa~ 06eCrreqHBaTh TeXHHqeCKHe MeporrpH~TH~ H 
rro.u.uep)KKY rro rro.uKJIlOqeHHfO opraHH3aUHH HayKH H 06pa30BaHH~ K eduroam HI 
yrrpaBJIeHH~ rpyrrrraMH .uocTyrra B HaUHOHaJIhHOH HH<ppaCTpYKType eduroam. 
CrrHCOK pemCTpaTOpOB POCCHHCKOH Y .uOCTOBep~fOIlJ,eH <l>e.uepauHH Eduroaml 
rrpHBe.ueH B ITpHJIO)KeHHH. 

2. 	 PemcTpaTop 

• 	 06eCrreqHBaeT rro.u.uep)l(KY cepBepa(OB) rpyrrrr HaUHOHaJIhHOHI 
HH<ppacTpYKTYPhI eduroam; 

• 	 BHOCHT HH<p0pMaUHfO 0 rro.uKJIfOqaeMhIX opraHH3auHSIX B 6a3hI .uaHHhIX' 
POCCHHCKOH HH<ppaCTPYKTYPhI eduroam; 

• 	 06eCrreqHBaeT TeXHHqeCKHe MeporrpH~TH~ rro rro.uKJIfOqeHHfO opraHH3aUHH K 
POCCHHCKOH HH<ppaCTPYKType eduroam; 

• 	 06eCrreqHBaeT TeXHHQecKyIO rro.u.uep)l(KY opraHH3aUH~M, rro.uKJIfOQeHHhIX HMI 
K eduroam. 

3. 	 PerHcTpaTop pa60TaeT TOJIhKO C ynOJIHOMOQeHHhIMH opraHH3aUHeH-YQaCTHHKoMI 
eduroam OTBeTCTBeHHhIMH JIHuaM rro TeXHHQeCKHM BorrpocaM. 

4. 	 PemcTpaTop rrpe.uocTaBlliIeT TeXHHQecKyIO rro.u.uep)KKY 
opraHH3aUH~M rro CJIe.uYfOIlJ,HM BorrpocaM: 

• HaQaJIhHOe rrO)J.KJlfOQeHHe; 

• 	 rrpouecchI aYTeHTH<pHKaUHH H aBTopH3aUHH; 
I 

• 	 rrpe.uJIaraeMhle cepBHchI aBTopH3aUHH, npoBepKa JIOroB H KOH<pHrypaUHHI 
cepBepa aYTeHTH<pHKaUHH Ha COOTBeTCTBHe Tpe60BaHH5IM rrpaBHJI H 
pemaMeHToB POCCHHCKOH Y .uocToBep~fOIlJ,eH <l>e.uepaUHH Eduroam. I 

5. 	 PerHCTpaTOphI OTBeQaIOT 3a B3aHMo.ueHcTBHe Me)K.Ll.y opraHH3auH~MH-y'l{aCTHHKaMH 
eduroam .uJI~ cBoeBpeMeHHoro BhmOJIHeHH~ rrpaBHJI H rrpoue.uyp, onHcaHHhlX BI 
HaCTO~IlJ,eM perJIaMeHTe H, B CaMOM KpaHHeM CJIyqae, HMefOT rrpaBO HaJIaraTh' 
TeXHHQeCKHe caHKUHH. I 

6. 	 PemcTpaTop 06S13aH cBoeBpeMeHHo HH<pOpMHpoBaTh OrrepaTopa 06 HHUH.ueHT<lXj 
6e30rracHocTH, 3JIoyrroTpe6JIeHH~X H OTKa3ax cepBHca, 0 KOTOPhIX ero HH<pOPMHPyIOTr 
opraHH3aUHH-YQaCTHHKH. 

. 2.3 npOBa~Aep MAeHTMct>MKaI...\MM (ldP) 

1. 	 ITpoBaH.uep H.ueHTH<pHKaUHH (.uoMalllHIDI opraHH3aUH~, Identity Provider, IdP) 
opraHH3aUH~-yqacTHHK eduroam, KOTopa~ rrpe.uOCTaBlliIeT CBOHM COTpy.uHHKaM ~ 
cTy.ueHTaM YQeTHhle 3arrHCH .D.JN HCn0J1h30BaHH5I eduroam H 06eCrreQHBaer Hxi 
aYTeHTH<pHKaUHfO B HH<ppacTpYKType eduroam. 

2. 	 ITpoBaH.uep H.ueHTH<pHKaUHH 06513aH C06JIfO.uaTh HaCTO~IlJ,He npaBHJIa H CJIe.uOBaTI> 
rrpoue.uypaM, onpe.ueJIeHHhIM B HaCTO~IlJ,eM PemaMeHTe. 

3. 	 ITpoBaH.uep H.ueHTH<pHKaUHH 06~3aH 06eCrreQHBaTh TeXHHQecKyIO rro.u.uep)KKY CBOHMI 
rrOJIh30BaTellilM, HCrrOJIh3yIOIlJ,HM eduroam rrpH rrOCeIlJ,eHHH .upymx opraHH3aUHH. 

4. 	 ITpOBaH.uep H.ueHTH<pHKaUHH 06~3aH H3BeIlJ,aTh PemcTpaTopOB 06 HHUH.ueHTaxj 
6e30nacHocTH, 0 KOTOPhIX ero HH<pOpMHPyIOT n0J1h30BaTeJIH. TOJIhKO 
yrrOJIHOMOQeHHhle rrpe.ucTaBHTeJIH ITpoBaH.uepa H.ueHTH<pHKaUHH MorYT 06paIlJ,aThCSI; 

I 



K PemCTpaTOpaM 3a TeXHH4eCKOH nO.LUJ:ep)KKOH HnH H3BeIllaTh 06 HHUH,neHTax 

6e30nacHocTH OT HMeHH CBOHX nonb30BaTeneH. 
5. 	 IlpoBaH,nep H,neHTmpHKaUHH ,non)KeH npe,nynpe,nHTb CBOHX rronb30BaTeneH 061 

ycnoBHHX pOyMHHra, oc06eHHo 06H3aHHocTeH nonb30BaTeneH. IlpoBaH,nepl 

H,neHTmpHKaUHH 06H3aH HH<pOpMHpOBaTh CBOHX rrOJIb30BaTeneH 06 OCHOBax HI 
peKOMeH,naUH5IX rro 06ecrre4eHHIO 6e30rracHocTH . 

6. 	 IlpoBaH,nep H,neHTH<pHKaUHH ,non)KeH COTpy,nHH4aTb C PemCTpaTopaMH HI 

OrrepaTopOM BO Bcex Borrpocax, CBH3aHHbIX C eduroam. ITPH paccne,noBaHHHI 

HHUH,neHTOB 6e30rracHocTH C Y4aCTHeM ero rronb30BaTeneH ITpoBaH,nepl 

H,neHTH<pHKaUHH He 06H3aH rrpe,nOCTaBnHTb rrpOTOKonbl HnH HHble ,naHHble, KpoMel 
TPe6yeMblx B COOTBeTCTBHH C 3aKOHo,naTenbCTBOM . 

. 2.4 CepB~c-npOBaHAep (SP) 

1. 	 CepBHc-rrpOBaH,nep 06ecrre4HBaeT ,nOCTyrr K I1HTepHeT H pecypcaM CBoeH ceTH CI 

Hcrronb30BaHHeM aYTeHTH<pHKaUHH rronb30BaTeneH 4epe3 eduroam (orrHpMCb Haj 

OTBeT ,nOMaUIHeH opraHH3auHH (ITpoBaH,nepa H,neHTH<pHKaUHH) 0 pe3ynbTaTaxi 

aYTeHTH<pHKaUHH). CepBHc-rrpOBaH,nep aBTopH3YeT Hcrronb30BaHHe mo6bIX/ 

npe,nOCTaBnHeMblX HM cepBHcoB. 

2. 	 CepBHc-npoBaH,nep 06H3aH c06nIO,naTh HaCTOHIllHe npaBHna H cne,nOBaTb 

npoue,nypaM, onpe,neJIeHHbIl'vl B HaCTOHIlleM PernaMeHTe. 

3. 	 B cnY4Mx MOHHTOpHHra aKTHBHOCTH nonb30BaTeneH CepBHc-npoBaH,nep 06H3aH 
HBHO 06bHBHTb 06 3TOM, BKJIIOqM TO, KaK OCYIlleCTBJIHeTCH MOHHTopHHr, xpaHeHHe H: 
,nocTyn K c06HpaeMbIl'vl ,naHHblM B COOTBeTCTBHH C 3aKOHo,naTenbCTBOM. 

4. 	 CepBHc-npoBaH,nep 06H3aH cOTpy,nHH4aTb C PerHCTpaTOpaMH H OnepaTOpoM BO Bcexi 

Bonpocax, CBH3aHHblX C eduroam. 

5. 	 TonbKo ynOJIHOM04eHHble npe,ncTaBHTenH CepBHc-npoBaH,nepa MoryT 06paIllaTbcH ~ 

PemcTpaTOpaM 3a TeXHH4eCKOH nO.LUJ:ep)KKOH HnH H3BeIllaTb 06 HHUH,neHT<U\1 
6e30rracHocTH . 

. 2.5 nonb30BaTeI1~ 

1. 	 ITonb30BaTenb - nHUO, KOTopoe rronY4aeT ,nocTyrr K I1HTepHeT H ceTeBbIM pecypcaM 
CepBHc-rrpoBaH,nepa. Ilonb30BaTeJIb 06H3aH C06JIIO,naTb rrpaBHJIa HcrrOnb30BaHIDf 

CeTH ,nOMaUIHeH: opraHH3auHH (ITpOBaH,nepa H,neHTH<pHKauHH) H rroceIllaeMo~ 

opraHH3aUHH (CepBHc-rrpoBaH,nepa). EcnH rrpaBHna pa3nH4alOTCH, rrOJIb30BaTem~ 

,non)KeH rro,n4HHHTbCH 60nee CTporHM rrpaBHnaM. , 

2. 	 Ilonb30BaTenb OTBe4aeT 3a coxpaHeHHe CBOHX yqeTHblX ,naHHblX (norHH H naponb)1 

HX Hcrronb30BaHHe, 3a Hcrronb30BaHHe cepBHcoB, rrpe,nocTaBJIHeMbIM rro 3THM 

Y4eTHblM ,naHHblM. 
3. 	 Ilonb30BaTenb ,non)KeH rrpHHHTb pa3yMHble MepbI ,nJIH rrpoBepKH TOro, 4TO 0" 

rro,nKnIOqaeTCH K rro,nnHHHoMY cepBHcy eduroam (B COOTBeTCTBHH C YKa3aHHHMH H~ 
,noMalllHeH opraHH3aUHH) ,no BBo,na CBOHX Y4eTHblX ,naHHbIX. 3TO 03HaqaeT 

Hcrronb30BaHHe B3aHMHOH rrpoBepKH rro,nnHHHOCTH (rrpoBepKH cepTH<pHKaT~ 
RADIUS-cepBepoB rrepe,n BBO,nOM CBOHX Y4eTHblX ,naHHblX) H rro,nKnI04eHHe TonbK<p 

K 3aIllHIlleHHoH ceTH 802.IX. 
4. 	 EcnH rronb30BaTenb HMeeT OCHOBaHHH rrpe,nrronaraTb, 4TO ero rraponb CTM H3BecTeij 

rrocTopoHHHM (cKoMrrpoMeTHpoBaH), OH ,non)KeH HeMe,nneHHO C0061l1HTb 06 3TOM ~ 
CBOIO ,nOMalllHIOIO opraHH3auHIO (cBoeMY ITpoBaH,nepy H,neHTH<pHKaUHH). 

5. 	 Ilonb30BaTenb 06H3aH HH<pOpMHpOBaTh opraHH3auHlO, KOTOPYIO rroceIllaeT (rr~ 
B03MO)KHOCTH) H ,nOMalllHIOIO opraHH3auHIO 060 Bcex rrepe60Hx cepBHca eduroa~ 
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H1Ui nO,U03peHH5IX 0 HapYllleHH5IX 6e30naCHOCTH. 

oa30sble cepsucbl 

1. 	 I1posaH,Uep H,UeHTH<pHKaUHH ,UOJ1)KeH pa3sepHYTh cepsep aYTeHTH<pHKaUHH S 
COOTseTCTSHH C TeXHHqeCKHMH H a,UMHHHCTpaTHSHhIMH Tpe60saHH5IMH, 
onHCaHHhIMH Ha caHTe http://www.eduroam.ru. PeKoMeH,UyeTC5I HCnOJIh30SaTh i 
pe3epsHhIH cepsep aYTeHTH<pHKaUHH ,UJI5I nOShIllleHH5I Ha,Ue)I<HOCTH. ceTesoe l 
060py,UosaHHe H nporpaMMHoe 06eCneqeHHe ,UOJI)I(HO COOTseTCTSOSaTh RFC 2865 
(RADIUS). 

2. 	 Cepsep aYTeHTH<pHKaUHH ,UOJI)I(eH OTSeqaTh Ha 3anpochI HaUHOHaJIhHhIX cepsepos no I 
aYTeHTH<pHKaUHH H yq:eTY. 

3. 	 I1posaH,Uep H,UeHTH<pHKaUHH 065I3aH C03,UaTh TecTOBym yqeTHYIO 3anHCh (HM}! 
nOJIh30SaTeJI5I H napOJIh), KOTOPhIH 6Y,UeT HCnOJIh30SaThC5I PemcTpaTopoM ,UJI5I 
npe,UsapHTeJIhHOrO TecTHpOSaHH5I npH nO,UKJIIOqeHHH, nOCT05IHHOrO MOHHTopHHra, 
no,[{,[{ep)l(KH H nOHCKa HeHcnpasHocTeH. ECJIH napOJIh TeCTOSOH yqeTHOH 3anHCH 6hIJI 
H3MeHeH, He06xo,UHMO csoespeMeHHo yse,UoMHTh 06 3TOM PemcTpaTopa. TeCTOSM 
yqeTHa5I 3anHCh He ,UOJI)I(Ha npe,UOCTaSJI}JTh 'uocTyna HH K KaKHM cepSHcaM, 
Tpe6ymmHM aBTOpH3aUHH. 

4. 	 CepsHc-nposaH,Uep MO)l(eT npe,UocTaSJI5ITh ,UocTyn C HCnOJIh30SaHHeM JII06hIX 
TeXHOJIOmH, KaK MHHHMYM cepsHc-nposaH,Uep 065I3aH npe,UocTasHTh 6ecnposo,UHym 
ceTh no cTaH,UapTY IEEE 802.11 g (peKoMeH,UYeTC5I 802.11 algin) 

5. 	 CepsHc-nposaH,Uep 065I3aH HCnOJIh30SaTh SSID "eduroam" (MaJIeHhKHMH 6YKSaMH). 
SSID eduroam ,UOJI)I(eH 6hITh lllHpoKoSemaTeJIhHhIM. B CJIyq:a5IX, Kor,Ua 30HhI cepSHca 
eduroam, npe,UocTaSJI5IeMOrO 'uSyM5I pa3HhIMH opraHH3aJ..{H5IMH, nepeceKaIOTC5I H ,UJI}J 
nOJIh30SaTeJI}J 5ISJI}JeTC5I KPHTHqHhIM nO,UKJIIOqeHHe K KOHKpeTHoH opraHH3aUHH, 
,UonycTHMo HCnOJIh30SaHHe SSID SH,Ua "eduroam-opraHH3aUH5I". 

6. 	 CepsHc-nposaH,Uep ,UOJI)I(eH HCnOJIh30SaTh aYTeHTH<pHKaJ..{HIO no npOTOKOJIY IEEE 
802.1X Extensible Authentication Protocol (EAP) C HHTep<peHcoM RADIUS ,UJI}J 
nO,UKJIIOqeHH5I K HH<ppacTpYKType eduroam. Eecnposo,UHhle ceTH IEEE 802.11 i 
,UOJI)I(Hhl no,[{,[{ep)l(HSaTh WPA2+AES H MoryT nOMep)l(HSaTh WPA+TKIP ,UJI}J 
COSMeCTHMOCTH C YCTapeslllHM 060py,UosaHHeM . 

7. 	 CepsHc-nposaH,Uep ,UOJI)I(eH 06eCneqHTh nepe,Uaqy Tpa<pHKa K nOJIh30SaTeJI}JM 
eduroam H OT HHX S COOTseTCTSHH co cJIe,UymmHMH MHHHMaJIhHhIMH Tpe60saHH5IMH: 

• 	 CTaH,UapTHhIH IPSec VPN: 
• 	 IP npOTOKOJI SO (ESP) SXO,[{}lmHH H HCXO,[{}lIllHH 

• 	 IP npOTOKOJI Sl (AH) SXO,U5IlllHH H HCXO,U5IlllHH 

• 	 UDPISOO (IKE) HCXO,[{}lmHH 

• 	 OpenVPN 2.0: UDP port 1194 SXO,[{}lmHH H HCXO,[{}lmHH 

• 	 IPv6 Turmel broker service: IP npOTOKOJI 41 SXO,[{}lmHH H HCxo,U5ImHH 

• 	 IPSec NAT-Traversal: UDP/4S00 SXO,[{}lIIUiH H HCXO,[{}lmHH 
• 	 Cisco IPSec VPN over TCP: TCP/lOOOO HCXO,[{}lmHH 

• 	 PPTP VPN: 
• 	 IP npOTOKOJI 47 (ORE) SXO,[{}lmHH H HCXO,[{}lmHH 

• 	 TCPIl723 HCxo,U5ImHH 
• 	 SSH: TCP122 HCXO,[{}lmHH 

• 	 HITP: 
• 	 TCP/80 HCXO,[{}lmHH 
• 	 TCP/443 HCXO,[{}lmHH 

• 	 TCP/3128 HCXOL\5IlllHH 
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• 	 TCP/8080 HCXO)Ullll.HH 

• 	 OTrrpaBKa rrOqThI: 

• 	 TCP/465 HCXO)Ullll.HH 

• 	 TCP/587 HCXOLJ:51lll.HH 

• 	 TIpHeM rrOqThI: 

• 	 TCPI143 HCXOLJ:51lll.HH 

• 	 TCP/993 HCXO)Ullll.HH 

• 	 TCPI110 HCXO)Ullll.HH 

• 	 TCP/995 HCXO)Ullll.HH 

• 	 FTP (passive): TCP/21 HCXO)Ullll.HH 

• 	 RDP: TCP/3389 HCXO)Ullll.HH 

8. 	 CepBHC-rrpOBaHLJ:ep LJ:OJDKeH rrpeLJ:OCTaBHTh LJ:JI5I rrOJIh30BaTeJIeH'1 

aYTeHTHqml(HpOBaHHhIX C HCrrOJIh30BaHHeM eduroam, BhILJ:eJIeHHYID BHPTYaJIhHYIDI 

JIOKaJIhHYID ceTh (VLAN). I 
9. 	 CepBHc-rrpOBaHLJ:ep BrrpaBe rrpeLJ:OCTaBHTh pa3HhIM rpyrrrraM rrOJIh30BaTeJIeH pa3Hhlej 

rrpHBHJIemH LJ:OcTyrra K CBOHM pecypcaM (HcrrOJIh3Y51 MexaHH3M rpyrrrr). TIpH 3TOMi 

pa3Hhle rpyrrrrhI rrOJIh30BaTeJIeH MoryT rrOrraLJ:aTh B pa3Hhle BHpTyaJIhHhle JIOKaJIhHhle 

ceTH (V LAN) . 
10. CepBHc-rrpOBaHLJ:ep He LJ:OJI)I(eH B3HMaTh rrJIaTY 3a LJ:OcTyrr B CBOJO ceTh H llHTepHeT C 

HCrrOJIh30BaHHeM eduroam. CepBHc eduroam OCHOBaH Ha HCrrOJIh30BaHHI1 

pa3LJ:eJI5leMOH MOLJ:eJIH LJ:OcTyrra, rrpH KOTOPOH cepBHc-rrpOBaHLJ:ephI rrpeLJ:OCTaBJI5lJOT HI 

rrOJIyqaJOT LJ:OcTyrr B llHTepHeT LJ:JI5I HX rrOJIh30BaTeJIeH. 

4 npomoKonupoeaHue 

1. 	 RADIUS-cepBep TIpoBaHLJ:epa HLJ:eHTHqmKal(HH LJ:OJI)l(HhI rrpOTOKOJIHpOBaTh 

CJIeLJ:YIDlll.ee C06hITH5I: 

• 	 LJ:aTY H BpeM5I rrOJIyqeHH5I 3arrpoca Ha aYTeHTHqmKal(HJO; 

• 	 HLJ:eHTHqmKaTOp 3arrpoca RADIUS; 

• 	 HM5I rrOJIh30BaTeJI5l; 

• 	 pe3YJIhTaT aYTeHTH<pHKal(HH, KOTOPhIH rrOJIyqeH OT cepBepa BhlllleCT05llll.erO, 

ypOBH5I HJIH JIOKaJIhHOrO cepBHca (6a3hI LJ:aHHhIX) aYTeHTH<pHKal(HH 

2. 	 RADIUS-cepBep CepBep-rrpOBaHLJ:epa H TIpOBaHLJ:epa HLJ:eHTH<pHKal(HH LJ:OJI)I(Hhll 

rrpOTOKOJIHpOBaTh CJIeLJ:YJOlll.ee C06hITH5I 

• 	 LJ:aTY H BpeM5I rrOJIyqeHH5I 3arrpoca Ha aYTeHTH<pHKal(HJO; 

• 	 HLJ:eHTH<pHKaTOp 3arrpoca RADIUS; 

• 	 MAC-aLJ:pec KJIHeHTa; 

• 	 HM5I rrOJIh30BaTeJI5I Hero LJ:OMeH (realm); 

• 	 pe3YJIhTaT aYTeHTH<pHKal(HH, KOTOPhIH rrOJIyqeH OT cepBepa BhlmeCT05llI(erOI 

ypOBH5I HJIH JIOKaJIhHOro cepBHca (6a3hI LJ:aHHhIX) aYTeHTH<pHKal(HH 

3. 	 CepBHc-rrpOBaHLJ:ep LJ:OJI)I(eH rrpOTOKOJIHpOBaTh Bce TpaH3aKl(HH DHCP, BKJIJOqa51 

• 	 LJ:aTY H BpeM5I BhILJ:eJIeHH5I aLJ:peca; 

• 	 MAC-aLJ:pec KJIHeHTa; 

• 	 BhILJ:eJIeHHhIH IP-aLJ:pec. 

4. 	 CpOK xpaHeHH5I rrpOTOKOJIOB orrpeLJ:eJI5leTc5I POCCHHCKHM 3aKOHOLJ:aTeJIhCTBOM HI 

peKOMeHLJ:al(H5IMH POCCHHCKOH YLJ:OCTOBep5lJOlll.eH <l>eLJ:epal(HH Eduroam. I< 
rrpOTOKOJIaM LJ:OrrycKaeTc5I TOJIhKO yrrOJIHOMOqeHHhrH TeXHHqeCKHH rrepCOHaJI 

rrpOBaHLJ:epa, PemcTpaTOpoB H OrrepaTOpa LJ:JI5I paCCJIeLJ:OBaHH5I CJIyqaeB HapYllleHH5!i 

6e30rracHocTH HJIH 3JIoyrroTpe6JIeHHH, 0 KOTOPhIX 6hlJlli rrpoHH<popMHpoBaHhI 

http:LJ:OCTOBep5lJOlll.eH
http:CJIeLJ:YJOlll.ee
http:CJIeLJ:YIDlll.ee
http:HCXO)Ullll.HH
http:HCXO)Ullll.HH
http:HCXO)Ullll.HH
http:HCXO)Ullll.HH
http:HCXO)Ullll.HH
http:HCXOLJ:51lll.HH
http:HCXOLJ:51lll.HH
http:HCXO)Ullll.HH
http:HCXO)Ullll.HH
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PemCTpaTOp Hhum OnepaTOp. 

noddep)I(Ka nonb30sameneu 

1. 	 npoBaH'[(ep H,[(eHTH<pHKaUHH ,[(OJDKeH 06ecnelfHBaTh TeXHH'IeCKyKl no,[(,[(ep)KKY CBOHMI 

nOJIh30BaTemiM npH HX nO,[(KJIlO'IeHHH K eduroam Y CepBHc-npoBaH,[(epa 

2. 	 CepBHc-npoBaH,[(ep ,[(OJI)KeH OKa3hIBaTh no,[(,[(ep)KKY nOJIh30BaTemiM ,[(pymxl 

opraHH3aUHH npH HX nO,[(KJIlO'IeHHH K eduroam y CepBHc-npoBaH,[(epa 

3. 	 CepBHc-npoBaH,[(ep ,[(OJI)KeH ony6JIHKOBaTh Ha BhI,[(eJIeHHOH CTpaHHue caHTal 

opraHH3aUHH HH<p0pMaUHlO 0 cepBHce eduroam B cJIe'[(yKlIUeM MHHHMaJIhHO j 

He06xo'[(HMOM 06'heMe: 

• 	 TeKCT, nO,[(Bep)K'[(aIOIUHH C06JIlO,[(eHHe HaCTO~1Uero PernaMeHTa H CChlJIKY Hal 

Hero; 

• 	 CChlJIKY Ha npaBHJIa HCnOJIh30BaHH~ ceTH CepBHC-npOBaH,[(epa; 

• 	 KapTY nOKphITH~ HJIM onHcaHHe 06JIaCTH nOKphITH~ eduroam; 

• 	 HCnOJIh3yeMhIH ,[(JI~ eduroam SSID; 
• 	 HCnOJIh3yeMhIH npouecc H,[(eHTH<pHKaUHH H cnHCOK cepBHCOB, ,[(JI~ KOTOPhIX 

HY)KHa aBTopH3aUH~; 

• 	 cnHCOK Henp03pa'IHhIX npOKCH-cepBepOB H OnHCaHHe He06xo,[(HMhIX 

HaCTpoeK nOJIh30BaTeJIeH (eCJIH HCnOJIh3yKlTC~); 

• 	 CChlJIKY Ha caHT eduroam.ru H JIOrOTHn eduroam; 

• 	 B CJIyqae MOHMTopHHra ceTeBOH aKTHBHOCTH nOJIh30BaTeJIeH (KpOMe l 

onHcaHHoro B HaCTO~IUeM perJIaMeHTe npOTOKOJIHpOBaHH~) 06'h~BJIeHHe o ! 

HeM, BKJIlO'IM TO, KaK OCYIUeCTBMeTC~ MOHHTopHHr, xpaHeHHe H ,[(ocryn K 

c06HpaeMhlM ,[(aHHhIM B COOTBeTCTBHH C 3aKOHo,[(aTeJIhCTBOM; 

• 	 KOHTaKTHhle ,[(aHHhle CJIY)K6hI TeXHH'IeCKOH no,[(,[(ep)KKH, OTBeTCTBeHHOH 3a l 

cepBHC eduroam. 

YsedOMneHUR 

1. 	 OpraHH3aUH~-yqacTHHK eduroam (npoBaH'[(ep H,[(eHTH<pHKaUHH H/HJIH CepBHc

npoBaH,[(ep) 06~3aHa npe'[(OCTaBHTh PemcTpaTopy KOHTaKTHhle ,[(aHHhle ,[(Byx 

ynOJIHOMO'IeHHhIX TeXHH'IeCKHX npe'[(cTaBHTeJIeH. npH H3MeHeHH~ KOHTaKTHOH 

HH<p0pMaUHH opraHH3auH~ ,[(OJI)KHa CBoeBpeMeHHO YBe,[(OMHTh 06 3TOM 

PemcTpaTOpa. 

2. 	 npoBaH'[(ep H,[(eHTH<pHKaUHH ,[(OJI)KeH Ha3Ha'IHTh OTBeTCTBeHHoe JIHUO no np06JIeMaM 

6e30nacHocTH. 3THM JIHUOM MO)KeT 6hITh O,[(HH H3 ynOJIHOMO'IeHHhIX TeXHH'IeCKHX 

npe'[(cTaBHTeJIeH. 

3. 	 OpraHH3aUHH-yqacTHHKH eduroam (CepBHC-npOBaH,[(ephI H npoBaH,[(ephI 

H,[(eHTH<pHKaUHH) ,[(OJI)KHhI H3BeIUaTh PemcTpaTopoB 0 CJIe,[(YlOIUHx HHUH,[(eHTax: 

• 	 06HapY)KeHHhlX y~3BHMOCUX; 

• 	 HapyrneHH~x npaBHJI HCnOJIh30BaHH~ ceTH HJIH 3JIoynoTpe6JIeHH~X; 

• 	 OTKa3aX cepBHca; 

• 	 H3MeHeHH~X B ynpaBJIeHHH ,[(ocTynoM (3anpeT HJIH pa3perneHHe ,[(ocryna 

,[(OMeHaM HJIH OT,[(eJIhHhIM nOJIh30BaTeMM). 

Cmamyc dOKYMeHma, SHeceHue u3MeHeHUu, 

omsemcmseHHocmb U caHKquu 


1. 	 HaCTO~IUHH pernaMeHT pa3pa60TaH M YTBep)K,ri.eH HauHOHaJIhHOH aCCOUHaUHeH 

HCCJIe,[(OBaTeJIhCKHX H HayqHo-06pa30BaTeJIhHhIX 3JIeKTpOHHhIX HH<ppacTpYKTYP 
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e-Arena. 

2. 	 flI06ble H3MeHeHH5I B HaCT05llI(eM perJIaMeHTe rrpHHHMaIOTC5I Ha OCHOBel 

KOHcYJIbTal(HH C opraHH3al(H5IMH-yqacTHHKaMH POCCHHCKOH Y,llOCTOBep5lIOlI(eHI 

<De,llepal(HH Eduroam. 

3. 	 OO,llKJIIO'IeHHe RADIUS-cepBepa opraHH3al(HH K Hal(HOHaJIbHOH HHcppacTpYKType 

eduroam paccMaTpHBaeTC5I KaK COrJIaCHe C Tpe60BaHHSlMH HaCT05llUerO PemaMeHTa. 

flI06M HayqHo-06pa30BaTeJIbHa51 opraHH3al(H5I 06513aHa B Te'IeHHe O,llHOro MeCSll(a 

rrOCJIe rrO,llKJIIO'IeHH5I K Hal(HOHaJIbHOH HHcppacTpYKType eduroam 06513aHa rrO,llrrHCaTb 

3aSlBJIeHHe 0 rrpHH5ITHH HaCT05llUerO PerJIaMeHTa HJIH OTKJIIO'IHTbC5I OTI 

HHcppaCTPYKTYPbI, eCJIH OHa He MO)KeT B HacT05llI(ee BpeM5I rrpHH5ITb ,llaHHblHI 

PemaMeHT. 

4. 	 B CJIyqMx, KOr,lla Tpe6yIOTC5I HeMe,llJIeHHble ,lleHCTBHSI ,llJUI 3alI(HTbI l(eJIOCTHOCTH HI 

6e30rraCHOCTH cepBHca eduroam, OnepaTOp HMeeT npaBO npHOCTaHOBHTb ,lleHCTBHe: 

cepBHca HJIH OrpaHH'IHTb ero ,llJI5I Tex OpraHH3auHH-Y'IaCTHHKOB, co CTOPOHbI, 

KOTOPbIX He06xo,llHMbI ,lleHCTBHSI rro YCTpaHeHHIO HapYllIeHHH HJIU Y5I3BHMOCTeH. 

OnepaTOp YBe,llOMJI5IeT yqacTByrolUHe opraHH3al(HH 06 HHl(H,lleHTaX, 

HeHcnpaBHOCT5IX H Mepax no HCnpaBJIeHHIO. 

5. 	 OnepaTop YBe,llOMJI5IeT rro )JIeKTpOHHOH nO'ITe yrrOJIHOMO'IeHHblX TeXHH'IeCKH~ 

npe,llCTaBHTeJIeH yqaCTBYIOlI(eti opraHH3al(HH 0 JII060M TeXHH'IeCKOM HapYllleHHu 

MJIH HHl(H,lleHTe, KOTOPbrn Tpe6yeT npHH5ITH5I Mep. B CJIy'Iae, eCJIH YBe,llOMJIeHHe H~ 

6Y,lleT CBoeBpeMeHHO 06pa60TaHo HJIH B CJIy'Iae eCJIH HHl(M,lleHT MO)KeT nOBJIH5ITb H,\ 

6e30nacHocTb H l(eJIOCTHOCTb eduroam, OnepaTop MO)KeT 3a6JIOKHpOBaTb ,llOcTyn 

opraHH3al(HH K eduroam. 

6. 	 CepBHc-rrpOBaH,llep MO)KeT BOCnperr5ITCTBOBaTb HCnOJIb30BaHMIO CBoeH ceTH ,llJUI BceXi 

nOJIb30BaTeJIeH OT,lleJIbHOrO 0pOBaH,llepa-H,lleHTMcpHKal(HH, HacTpoHB CBOH cepBep 

aBTOpH3al(HH Ha BbI,lla'IY OTKa3a 3a,llaHHOMY ,llOMeHY; B OT,lleJIbHblX CJIyqMX CepBHc~ 

npOBaH,llep MO)KeT 6JIOKHpOBaTb ,llOcTyn KOHKpeTHoro nOJIb30BaTeJUl. 

7. 	 0pOBaH,llep H,lleHTHcpHKauHH BnpaBe OrpaHH'IHTb ,llOcTyn B eduroam OT,lleJIbHblX 

CBOHX nOJIb30BaTeJIeH HacTpoHKaMH CBoero cepBepa aYTeHTMcpHKal(HH M.J1H 

y,llaJIeHHeM nOJIb30BaTeJUI H3 6a3bI ,llaHHblX. 

8. 	 0pOBaH,llep H,lleHTHcpHKal(HH rapaHTHpyeT, 'ITO ero npaBHJIa HCnOJIb30BaHH5I cenJ; 

HJIH HHble a,llMHHHCTpaTHBHble rrpaBHJIa, rr03BOJl5lJOT rrpHMeHHTb BHYTpeHHHe 

,llHCl(HnJIHHapHble B3bICKaHH5I K nOJIb30BaTeJIIO, HapYllIHBllIeMY HaCT05llUHij 

PemaMeHT He3aBHCHMO OT MeCTa H BpeMeHH COBepllIeHH5I HapYllleHM5I. 

OpraHH3al(H5I-yqacTHHK: 

<De,llepaJIbHOe rocY,llapCTBeHHOe aBTOHOMHoe 06pa30BaTeJIbHOe Y'Ipe)K,lleHHe BbIClllerd 

npocpeCCHOHaJIbHOrO 06Pa30BaHH5I «Hal(HOHaJIbHbIH HCCJIe,llOBaTeJIbCKHH )'HHBepCHTq' 

«BbICllIM llIKOJIa )KOHOMHKH» 

Y'IaCTByeT KaK 

[x] CepBHc-npOBaH,llep (SP) 

[X] 0pOBaH,llep H,lleHTHcpHKauHH (IdP) ,llJI5I CJIe,llYIOlUHX ,llOMeHOB: 

hse.ru 
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